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The plaintiffs, Usenet newsreader and internet service
provi ders, have sued several Conmonwealth and | ocal |aw
enforcenment officials under 42 U S.C. § 1983 for violations of
their constitutional and statutory rights in connection with the
execution of a search warrant on the plaintiffs’ prem ses on
January 21, 2004.! The defendants have noved to dism ss counts
Il through VI of the conplaint, which allege deprivations of
rights under the Comunications Decency Act, 47 U.S.C. § 230
(“CDA”); the Electronic Communi cations Privacy Act (“ECPA’), Pub.
L. No. 99-508, 100 Stat. 1848 (1986) (codified as anended in
scattered sections of 18 U.S.C.); Pennsylvania s Internet Child

Por nography Law, 18 Pa. C.S. 8§ 7621 et seq. (“ICPL"); the

! The plaintiffs have voluntarily dismssed their claim
for civil rights conspiracy under 42 U S.C. 8§ 1985 (count VI1).
(Jan. 27, 2006 H'g Tr. at 13.)
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Commonweal th Attorneys Act, 71 Pa. C. S. 8 732-101 et seq.; and
the Fourth and Fourteenth Anendnents.?

The Court will grant the defendants’ notion in part,
and deny it in part. Specifically, the Court wll dismss the
plaintiffs’ due process clains based on alleged violations of the
| CPL and the Commonweal th Attorneys Act. The Court will also
dismss the plaintiffs ECPA claim The CDA claimmay go
forward, but only to the extent that the plaintiffs seek
declaratory or injunctive relief; the defendants are entitled to
qualified imunity from damages because the plaintiffs’ rights
under the CDA were not clearly established at the tine of the
all eged violation. The Fourth Amendnent claimmy go forward
because it is too early for the Court to determ ne whether all of
t he defendants reasonably relied on the search warrant in

questi on.

Fact s
The Court set forth the facts as alleged in the
conplaint in its July 15, 2004, Menorandum and Order denying the

plaintiffs’ nmotion for a prelimnary injunction, and incorporates

2 The def endants have not nobved to disnmiss count |, for
deprivation of freedom of speech under the First and Fourteenth
Amendments, or count VIII, for violation of the Comrerce C ause.

These clains go forward.
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t hat di scussi on herein.?

1. Analysis

To state a claimunder § 1983, a plaintiff nust allege
the violation of a right secured by the Constitution or |aws of
the United States, and show that the all eged deprivation was
commtted by a person acting under color of state |law. Wst v.
Atkins, 487 U.S. 42, 48 (1988). The questions presented in this
nmotion to dism ss are whether the plaintiffs have all eged a
deprivation of rights under the CDA, the ECPA, and/or the Fourth
and Fourteenth Amendnments. The defendants do not dispute that

they were acting under color of state |aw.

A Count 1l - Deprivation of Ri ghts Under the
Communi cati ons Decency Act

The CDA provides, in relevant part: “No provider or
user of an interactive conputer service shall be treated as the
publ i sher or speaker of any information provided by anot her

information content provider.” 47 U S.C. 8§ 230(c)(1). The CDA

3 When considering a notion to dism ss under Fed. R G v.
P. 12(b)(6), a court accepts all facts and allegations listed in
the conplaint as true and construes themin the |ight nost
favorable to the plaintiff. HJ. Inc. v. Nw Bell Tel. Co., 492
U S 229, 249 (1989); Rocks v. Gty of Phila., 868 F.2d 644, 645
(3d Cr. 1989). “[A] conplaint should not be dism ssed for
failure to state a claimunless it appears beyond doubt that the
plaintiff can prove no set of facts in support of his claimwhich
would entitle himto relief.” Conley v. G bson, 355 U S. 41, 45-
46 (1957).
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further provides: “No cause of action nmay be brought and no
liability may be inposed under any State or local law that is
inconsistent with this section.” 47 U S. C. 8§ 230(e)(3).

In count Il of the conplaint, the plaintiffs allege
that the defendants violated their rights under the CDA by
enforcing against them18 Pa. C.S. 8§ 6312, a state statute that
crimnalizes the know ng distribution and possession of child
por nography. (Conpl. 1 52, 77.) The defendants have noved to
dism ss count Il on the grounds that: 1) the CDA does not confer
an enforceable right, privilege, or immunity within the neaning
of 8 1983; and 2) to the extent that the CDA does confer an
enforceable right, it provides immunity fromonly civil, not
crimnal, liability.

Despite the defendants’ argunents, the Court is
persuaded that the plaintiffs have stated a 8§ 1983 cl ai m based on
a violation of their rights under the CDA. The Court finds that
all of the defendants are entitled to qualified inmunity from
nmoney damages, however, because the plaintiffs’ rights were not
clearly established at the tinme of the actions giving rise to

this litigation.

1. The CDA Confers an Enforceable R ght, Privilege,
or Immunity Wthin the Meaning of § 1983

A plaintiff asserting a 8 1983 cl ai m based on a

violation of a federal statute nust show that the statute confers
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an enforceable right, privilege or inmmunity wthin the nmeani ng of

8§ 1983. Wlder v. Virginia Hosp. Ass'n, 496 U.S. 498, 508

(1990). A federal statute confers a right that presumably can be

enforced through 8 1983 when three conditions are net:

First, Congress nust have intended that the provision
in question benefit the plaintiff. Second, the
plaintiff nust denonstrate that the right assertedly
protected by the statute is not so “vague and

anor phous” that its enforcenent would strain judicial
conpetence. Third, the statute nust unanbi guously

i npose a binding obligation on the States. |n other
words, the provision giving rise to the asserted right
nmust be couched in mandatory rather than precatory
terns.

Bl essing v. Freestone, 520 U.S. 329, 340-341 (1997) (internal

citations omtted).*

The defendants do not dispute that the CDA provisions
in question are intended to benefit the plaintiff.> Nor do the
def endants argue that the right created by the CDA is too “vague
and anor phous” for a court to enforce. The defendants argue only
that the CDA does not inpose any binding obligations on the

State, i.e. the defendants, because it nmerely provides an

4 Even if the plaintiff satisfies these three conditions,
t he defendant can rebut the presunption of enforceability by
showi ng that Congress precluded § 1983 renedies, either
expressly, or inplicitly, by creating a conprehensive enforcenent
schenme that would be inconpatible with 8 1983 renedies. 1d. at
341. The defendants have not argued that Congress has precl uded
§ 1983 renedies in the CDA

5 The defendants assuned, for the purposes their notion,
that the plaintiffs were an “interactive conputer service” under
the CDA. (Defs.” Mdt. to Dismss Br. at 11 n. 5.)
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affirmati ve def ense.
The defendants cite to two decisions by Courts of
Appeals in other circuits that refer to the CDA as an

“affirmati ve defense,” Doe v. GIE Corp., 347 F.3d 655 (7th G

2003), and Zeran v. Anerica Online, Inc., 129 F.3d 327 (4th Cr.

1997). These decisions do not address whether the CDA creates a
right that can be enforced through §8 1983, however. Even if the
Court agrees that the CDA can be used as an affirmative defense,
the question remains — does the CDA al so i npose a binding
obligation on the defendants?

In Golden State Transit Corp. v. Cty of Los Angel es,

493 U. S. 103 (1989), the Supreme Court held that a statute that
“denies [a] sovereign the authority to abridge a personal
liberty” inposes a binding obligation on the State. |d. at 112.
In that case, the defendant city refused to renew the plaintiff
t axi cab conpany’s franchi se unl ess the conpany settled its | abor
dispute with its union. The conpany brought suit under 8§ 1983,
alleging that the city's actions violated the National Labor
Rel ations Act (“NLRA"). 1d. at 104.

The Court noted that the text of the NLRA did not
explicitly demand any duties of the State. |In an earlier case,

Machi nists v. Wsconsin Enpl oynent Rel ations Commin, 427 U.S. 132

(1976), however, the Court had found that the NLRA gave parties

to a collective-bargaining agreenent the right to bargain with



each other “free of governnmental interference,” thus creating a
“free zone fromwhich all regulation, whether federal or state,

is excluded.” &olden State Transit, 493 U. S. at 110-111

(internal quotations omtted). The Golden State Transit Court

descri bed the Machinists rule as “akin to a rule that denies

ei ther sovereign the authority to abridge a personal liberty;”
unl ess and until Congress decided to retract that statutorily-
conferred liberty, “it is a guarantee of freedomfor private
conduct that the State may not abridge.” 1d. at 112. Thus, the
Court held, the conpany could enforce its NLRA rights via a

§ 1983 suit. 1d.

Here, the text of the CDA itself tells all parties,
including the State, not to treat a provider or user of an
interactive conputer service as the publisher of information
post ed by soneone el se. Mreover, it does so in nmandatory terns.
47 U.S.C. 8 230(c)(1) and (e)(3). Like the NLRA, the CDA has
created a “free zone” protecting providers and users of
interactive conputer services fromstate action that would hold
them accountabl e for information posted by others. Thus, under

the reasoning of Golden State Transit, the CDA does inpose a

bi ndi ng obligation on the defendants — and confers a right that

presunmably can be enforced through § 1983.



2. The CDA Confers Imunity fromlnconsistent State
Crimnal Laws

The defendants al so argue that the plaintiffs cannot
state a clai munder the CDA because it only provides immunity
fromcivil, not crimnal, liability. To determ ne the scope of
the CDA, the Court nust begin with the text of the statute. See,

e.q., BedRoc Ltd., LLC v. Wstern Elite, Inc., 541 U. S. 176, 183

(2004) (statutory interpretation begins with the statutory text).
St andi ng al one, subsection (c)(1) of the CDA is not helpful. It
states that a provider of interactive conputer services should
not be “treated” as the publisher or speaker of information
posted by others, but does not specify whether that prohibition
refers to treatnment in the civil and/or crimnal contexts. When
subsection (c)(1) is read in conjunction with subsection (e)(3),
however, the meaning of the statute becones clear: no “cause of
action” may be brought, and no “liability” may be inposed, under
any state law that treats a provider of interactive conputer
services as the publisher or speaker of information provided by
ot hers.

The terns “liability” and “cause of action” enconpass
crimnal as well as civil actions. Black’s Law Dictionary
defines “liability” as “the quality or state of being legally
obl i gated or accountable; legal responsibility to another or to

society, enforceable by civil renedy or crimnal punishnent.”

Black’s Law Dictionary 932 (8th ed. 2004) (enphasis added). The
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term “cause of action” is nore comonly used to refer to civil
actions, but the United States Court of Appeals for the Third
Circuit has referred to a crimnal prosecution as a “cause of

action” in at least two instances. See Bartnicki v. Vopper, 200

F.3d 109, 114 (3d Gr. 1999) (Federal Wretapping Act creates

civil and crimnal causes of action); Electronic Laboratory

Supply Co. v. Cullen, 977 F.2d 798, 808 (3d Cr. 1992) (referring

to federal statutes that create both crimnal and civil causes of
action). The CDA does not contain any |anguage that l[imts the
ternms “liability” or “cause of action” to the civil context.

When subsection (e) is exam ned as a whole, it becones
even nore clear that sub-subsection (e)(3) gives interactive
conputer service providers imunity fromstate crimnal |aws that
are inconsistent with the CDA. Subsection (e) is entitled
“Effect on other laws.” Sub-subsection (1) provides that nothing
in the CDA shall be construed to inpair the enforcenent of
certain federal statutes governing obscenity and the sexual
exploitation of children, “or any other Federal crim nal
statute.” 47 U S. C. 8 230(e)(1) (enphasis added). 1In other
wor ds, sub-subsection (1) only states that federal crimna
statutes will trunp the CDA

Statutes should be interpreted to give effect, if

possi ble, to every clause and word. Duncan v. WAl ker, 533 U. S

167, 174 (2001) (internal quotations omtted). The defendants’



interpretation of the CDA would render the word “Federal” in sub-
subsection (1) superfluous, in violation of this rule of
statutory interpretation.

Moreover, if Congress had wanted state crim nal
statutes to trunp the CDA as well, it knew how to say so. For
exanpl e, sub-subsection (2) provides that nothing in the CDA
shall be construed to limt or expand “any |aw pertaining to
intellectual property.” 47 U S. C. 8 230(e)(2) (enphasis added).
Sub- subsection (4) provides that nothing in the CDA shall be

construed to limt the application of the ECPA “or any simlar

State law.” 47 U.S.C. 8§ 230(e)(4) (enphasis added). |If Congress
had wanted all crimnal statutes to trunp the CDA, it could have
witten sub-subsection (1) to cover “any crimnal statute” or
“any simlar State crimnal statute.” Instead, sub-subsection
(1) islimted to federal crimnal statutes. Wen Congress

i ncludes particul ar | anguage in one provision of a statute but
omts it in another, courts generally presune that Congress acted
intentionally and purposefully. Duncan, 533 U S. at 173
(internal quotations omtted).

The defendants argue that the CDA allows for the
operation of state crimnal laws by relying on the first sentence
of subsection (e)(3), which provides that a state may enforce
“any State law that is consistent with [the CDA].” This argunent

IS i napposite because the plaintiffs’ claimis that the
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enf orcenment of Pennsylvania's child pornography | aw agai nst them
is not consistent wwth the CDA, as they did not provide such
por nogr aphy t hensel ves.

Because the plain | anguage of the CDA provides internet
service providers imunity frominconsistent state crimnal |aws,
the Court need not exam ne the statute’' s |egislative history.

See BedRoc Ltd., 541 U S. at 183 (statutory interpretation ends

wth the statutory text if the text is unanbiguous). See also

Chicago v. Environnental Defense Fund, 511 U. S. 328, 337 (1994)

(courts should not rely upon |Ianguage in a commttee report when

that | anguage is not used in the statute); United States v.

$8,221,877.16 in U S. Currency, 330 F.3d 141, 160 (3d Cir. 2003)

(“[We are not persuaded to rethink our interpretation of the
cl ear language in [the statute] on the basis of a few sentences
in a Conmttee Report and the governnent’s views as to Congress’s

notives.”).

3. Plaintiffs Have Alleged a Violation of Their Ri ght

to Imunity Under the CDA

Havi ng established that the CDA confers a 8§ 1983-
enforceabl e right upon internet service providers and users to
not be “treated” under state crimnal |aws as the publisher or
speaker of information provided by soneone el se, the question
remai ns: have the plaintiffs alleged a violation of that right?

The conpl aint all eges that the defendants obtai ned and executed a
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warrant to seize the plaintiffs’ servers and subscriber records,
but does not allege that the defendants took any further action
agai nst the plaintiffs.

The Court is not certain that |aw enforcenment officials
“treat” an internet service provider as the publisher or speaker
of information provided by others whenever they prepare or
execute a search warrant against a provider. The Court cannot
conclude at this tinme that the defendants here did not wongly
“treat” the plaintiffs, however. |In their affidavit of probable
cause, defendants Mchelle Deery and Martin MDonough state that
they believe that the plaintiffs violated certain state crim nal
| aws agai nst the possession and distribution of child
por nography. (Search Warrant Applicat’n.) But the plaintiffs
all ege — and the Court nust accept as true — that they did not
provi de any child pornography thenselves. (See Conpl. {1 34,
49.) Special Agent Deery and Detective McDonough’s statenent in
the affidavit of probable cause thus raises a question of
whet her, in obtaining and executing the warrant, the defendants
treated the plaintiffs as the publishers or speakers of
informati on provided by others. The defendants have never fully
addressed whether the plaintiffs may state a claimunder the CDA

based on the execution of a warrant al one.
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4. Def endants Have Qualified Imunity from Damages

Al though the Court finds that the plaintiffs have
stated a 8 1983 claimbased on a violation of their right to
immunity under the CDA, the defendants are entitled to qualified
immunity from noney danmages on this clai mbecause the right was
not clearly established at the tinme of the alleged violation.
“I'Qovernment officials performng discretionary functions
generally are shielded fromliability for civil damages insofar
as their conduct does not violate clearly established statutory
or constitutional rights of which a reasonabl e person wul d have

known.” Harlow v. Fitzgerald, 457 U S. 800, 818 (1982).

Oficial action is protected by qualified i munity unless the
unl awf ul ness of the action is apparent in the [ight of pre-

existing law. Anderson v. Creighton, 483 U S. 635, 639 (1987).

The parties have not identified, and the Court has not
found, any cases extending the CDA's imunity provisions to state
crimnal laws. Considering the CDA s express purpose of
encour agi ng the devel opnent and use of technol ogi es that bl ock
obscene material, as well as the |lack of case |l aw regarding
immunity fromcrimnal liability, the Court finds that the
al | eged unl awf ul ness of the defendants’ actions was not apparent
in the light of pre-existing | aw

The plaintiffs cite Gant v. Gty of Pittsburgh, 98

F.3d 116 (3d Cir. 1996) for the proposition that a district court
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shoul d not nmake a determ nation regarding qualified imunity
until the parties have had an opportunity to devel op facts about
the individual officers’ alleged conduct. Gant is inapposite to
the determnation of qualified inmmunity on the plaintiffs CDA
claim In Gant, the district court had concluded that the right
at stake was clearly established. The Court of Appeals did not
question that conclusion; it remanded so that the district court
could determne if each defendant’s actions violated that right.
Id. at 122-123. Here, the Court has determ ned as a natter of
law that a right to immunity fromstate crimnal |aws under the
CDA was not clearly established. The defendants’ particul ar
actions are therefore irrelevant — nothing they could have done
woul d have violated a “clearly established” right under the CDA
In sum count Il may go forward, but only to the extent
that the plaintiffs have requested declaratory and injunctive

relief.

B. Count 111 — Deprivation of Rights Under the Electronic
Communi cati ons Privacy Act

The ECPA prohibits the unauthorized access of any
“facility through which an el ectronic comunication service is
provided.” 18 U.S.C. 8§ 2701. The ECPA permts a governmenta
entity, however, to obtain the contents of communications and
subscriber records frominternet service providers after

obtai ning an appropriate warrant, court order, or subpoena.
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18 U.S.C. § 2703.°

In count Il of the conplaint, the plaintiffs allege
that the defendants violated their rights under the ECPA because
they seized and accessed the plaintiffs’ servers and subscri ber
records without securing a valid warrant. The defendants have
nmoved to dismss count Il on the grounds that: 1) Congress has
inplicitly precluded the plaintiffs fromenforcing the ECPA via
§ 1983 by giving the ECPA its own renedi al schenme; and 2) the
def endants acted pursuant to a valid warrant under the ECPA

The Court finds that the ECPA' s renedi al schene
precludes 8§ 1983 renedies. The conprehensive civil renedies
provided by the ECPA, 18 U.S.C. § 2707(b)-(c), indicate that
Congress intended these renedies to supplant relief under 8§ 1983.
As the plaintiffs’ § 1983 clains are preenpted, the Court need
not address the defendants’ argunents about the validity of the
war r ant .

As noted above in section A1, a plaintiff asserting a
§ 1983 claimbased on a violation of a federal statute nust show

that the statute confers an enforceable right, privilege, or

immunity within the neaning of § 1983. Wlder, 496 U. S. at 508.

6 The ECPA was enacted in 1986 as a conprehensive
anendnent to the federal wiretap law. Pub. L. No. 99-508, 100
Stat. 1848. The provisions of the ECPA at issue here are in
Title Il of the statute, 18 U S.C. 88 2701-11, which is sonetines
referred to as the Stored Wre and El ectroni c Comruni cati ons and
Transacti onal Records Access Act or the Stored Conmunications
Act. The Court will adopt the parties’ usage and refer to the
statute in this Opinion as the ECPA
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Once a plaintiff makes this showng, there is a rebuttable
presunption that the statutory right is enforceable under 8§ 1983.

Bl essing v. Freestone, 520 U.S. 329 (1997). A defendant may, in

turn, rebut this presunption by denonstrating that Congress
specifically foreclosed a renmedy under 8§ 1983, either expressly
in the statute itself, or inplicitly by creating “a conprehensive
enforcenment schenme that is inconpatible with individual
enforcenment under § 1983." 1d.

Here, the defendants do not dispute that the ECPA
created an enforceable right within the nmeaning of § 1983.
| nstead, the defendants argue that Congress inplicitly precluded
§ 1983 renedies for violations of the ECPA by setting forth a
conprehensi ve renedi al schene within the statute.

Whet her a statutory enforcenent schene is sufficiently
conprehensive to preclude the availability of 8§ 1983 was npst

recently considered by the U S. Suprene Court in Gty of Rancho

Pal os Verdes v. Abrans, 544 U.S. 113 (2005). 1In that case, the

plaintiff sought to bring a 8§ 1983 claimto vindicate rights
under the Tel econmuni cations Act of 1996 (“TCA”), even though the
TCA itself provided for private judicial enforcenent of its
provi si ons.

The Suprene Court began its analysis by noting that,
because the express provision of one nethod of enforcenent in a
statute suggests Congress intended to preclude others, “[t]he

provi sion of an express, private neans of redress in the statute

-16-



itself is ordinarily an indication that Congress did not intend
to | eave open a nore expansive renedy under § 1983.” Abrans, 544
UsS at 121.

The Suprene Court then reviewed its prior decisions on
the preclusion of 8§ 1983 clains and found that the dividing |ine
bet ween cases in which it had held that 8§ 1983 was avail abl e and
those in which it had held 8§ 1983 precluded was “the exi stence of
a nore restrictive private renedy for statutory violations.” |d.
In cases where the Court had found 8§ 1983 precluded, the statutes
at issue contai ned conprehensive renedi al schenes that were nore
restrictive than 8 1983, and the Court held those renedi al
schenes would be undermned if plaintiffs could circunvent them
by resorting to broader renedies avail able under § 1983. 7 In
cases where the Court had found § 1983 avail able, the statutes at
i ssue “did not provide a private judicial renedy (or, in nost of
the cases, even a private admnistrative renedy) for the rights

violated.”?®

! ld., citing Mddlesex C@y. Sewerage Auth. v. Nationa
Sea G ammers Assn., 453 U. S. 1, 14, 19-20 (1981) (holding that
§ 1983 actions were inpliedly precluded by the conprehensive, but
nore restrictive, renedial schenme avail abl e under the Federal
Water Pollution Control Act, which anong other restrictions,
required 60 day notice to potential defendants before filing
suit); Smth v. Robinson, 468 U S. 992, 1011-1012 (1984) (holding
that 8§ 1983 clains were inpliedly precluded by the nore
restrictive renedial schene of the Education of the Handi capped
Act, which included mandat ory adm nistrative proceedi ngs and
which did not allow for the recovery of attorneys’ fees).

8 Id. (enphasis in original omtted), citing Blessing,
520 U.S. at 348 (finding 8 1983 not precluded by a provision of
Title IV because the statute “contain[ed] no private renmedy —
either judicial or admnistrative — through which aggrieved
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The Suprene Court specifically declined to hold,
however, that the existence of a private judicial renedy, by
itself, conclusively establishes a congressional intent to
preclude 8§ 1983 relief. Instead, the Court found that the
“ordinary inference” that the existence of a conprehensive
private renmedy precluded 8 1983 relief could be overcone “by
textual indication, express or inplicit, that the renmedy is to
conpl ement, rather than supplant, § 1983.” [d. at 123.

Turning to the specifics of the TCA the Suprene Court
found that the statute’s renedi al schene was conprehensive, but
nore restrictive, than relief under 8 1983. Al though the TCA
allowed plaintiffs a renedy agai nst the governnment action at
issue, its renedial schene required plaintiffs to file suit
within thirty days of an alleged violation and required courts to
hear and deci de cases on an expedited basis. |In addition, the
TCA did not allow for attorney’s fees and did not clearly provide

for conpensatory damages. 1d. at 122-123. The TCA therefore

persons [coul d] seek redress”); Livadas v. Bradshaw, 512 U. S

107, 133-134 (1994) (finding 8 1983 not precluded by the National
Labor Rel ations Act because there was a “conpl ete absence” in the
Act of any provision for the relief requested); Golden State
Transit Corp. v. Los Angeles, 493 U. S. 103, 108-109, (1989)
(finding 8 1983 not precluded because there was no conprehensive
enf orcenent schenme under the |abor statutes at issue for the
relief requested); Wlder, 496 U S. at 521 (finding 8§ 1983 not
precl uded by the Medicaid Act because it “contain[ed] no ...
provision for private judicial or adm nistrative enforcenent”
conparabl e to those in cases where the Court had found § 1983
precluded); Wight v. Roanoke Redevel opnent and Housi ng
Authority, 479 U S. 418, 427 (1987) (finding 8§ 1983 not precluded
by the Housing Act because it did not contain a private judicial
remedy) .
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“adds no renedies to those available under 8§ 1983, and limts
relief in ways that 8 1983 does not.” |d. at 22. Based on these
facts, the Suprenme Court held the TCA's nore |imted renedi a
schene was inconsistent with, and therefore suppl anted by,
§ 1983. Id.

Eval uati ng the ECPA under the analysis set forth in
Abrans reveals it to be significantly different fromthe TCA and
the other statutes previously considered by the Suprene Court.

Li ke the TCA and the statutes at issue in Sea Camers and Snith,

t he ot her cases where the Suprene Court found § 1983 preenpted,
t he ECPA has a conprehensive renedi al schene. Unlike the statutes
in those cases, however, the renedi es provided by the ECPA are
not significantly nore restrictive than those avail abl e under
§ 1983, but are instead roughly equival ent.

The ECPA provides for all the renedi es avail abl e under
8§ 1983 — declaratory relief, actual damages, attorney’'s fees and
costs, and punitive damages for willful violations. 18 U S.C. 8§
2707(b)-(c). Moreover, the ECPA provides for even greater relief
than 8§ 1983 in one respect: even if an ECPA plaintiff’s actual
damages are nomnal, he is entitled to receive at |east $1,000 in
a successful suit. 18 U S.C. § 2707(c). The procedures required
by the ECPA are also no different froma 8 1983 claim Relief
under the ECPA has no preconditions or restrictions |ike the 30
day tinme limt for filing suit under the TCA. Only with respect
to the statute of limtations is an ECPA claimpotentially nore

restrictive than a claimunder 8 1983. The ECPA' s statute of
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[imtations is two years, 18 U.S.C. 8 2707(f), but the statute of
[imtations for 8§ 1983 depends on state |aw and may be as |ong as
four years or nore.?®

The issue here, then, is whether a statute |ike the
ECPA, containing a conprehensive private judicial renmedy roughly
equivalent to that in §8 1983, can be considered to be
inconsistent wth 8§ 1983 and therefore preenpt it. Neither the
subm ssions of the parties nor the Court’s own research has
identified any previous decisions addressing this situation.

To resolve the issue, the Court will apply the shifting
presunptions set out in Abrans. The existence of a private
judicial renedy in the ECPA does not conclusively establish that
8§ 1983 is precluded, but it creates an “ordinary inference that
the remedy provided in the statute is exclusive.” Abrans, 544
US at 124. This inference can be “overcone by textual

i ndication, express or inplicit, that the renedy is to

° In actions under § 1983, federal courts apply states’
statutes of limtations for personal injury. Gurvinv. Gty of
Phila., 354 F.3d 215, 220 (3d GCr. 2003). For clains arising in
states, such as Florida and New York, where statutes of
[imtations for personal injury are |onger than two years, clains
under the ECPA may be tine-barred when clains under 8§ 1983 are
not. See, e.qg., Chappell v. Rich, 340 F.3d 1279 (11th Cr. 2003)
(Florida’s four year statute of limtations applies to 8§ 1983
clainms). Conversely, in states where personal injury statutes of
limtations are one year, |ike Tennessee, an ECPA claimw || be
avail able after a 8 1983 claimhas becone tine-barred. See,
e.g., Ling v. Herrod, 2006 W. 2239101 at 2 (WD. Tenn. Aug. 3,
2006) (Tennessee’s one year statute of limtations applies to
§ 1983 clains). Here, the plaintiffs’ 8§ 1983 clains are governed
by Pennsylvania’ s two year statute of |imtations, meaning that
for this case, the statute of limtations for an ECPA cl aimand
the plaintiffs’ 8 1983 claimis the sane. See Garvin, 354 F. 3d
at 220.
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conpl ement, rather than supplant, § 1983.” [d. at 124.

Here, nothing in the text of the ECPA inplicitly or
explicitly indicates that its renedial schene is to conpl enent
rat her than supplant 8§ 1983. The renedy available in the ECPA is
conpl ete, providing for the sanme spectrum of conpensatory and
exenpl ary damages, plus attorneys’ fees and costs, as does
8§ 1983. The procedures for filing suit under the ECPA and under
§ 1983 are equivalent. As there is no significant difference
bet ween the renedi es avail abl e under the two statutes, a litigant
seeking to vindicate his rights under the ECPA has no need to
resort to § 1983 and can obtain full and conplete relief under
the renmedial provisions of the ECPA itself. Accordingly, the
conprehensi ve renedi al schene in the ECPA can be fairly said to
repl ace or supplant, rather than conpl enent, the renedies
avai | abl e under § 1983.

Addi tional support for this conclusion can be drawn
from ECPA 8§ 2708 which states that: “[t]he renedi es and
sanctions described in this chapter [ECPA 88 2701-12] are the
only judicial renmedies and sanctions for non-constitutional
violations of this chapter.” Al though this |anguage was enacted
principally to ensure that violations of the ECPA would not be
used as the basis for excluding evidence under the statutory

exclusionary rule of 18 U S.C. § 2515, * its plain meani ng woul d

10 Al t hough the Senate Report acconpanying the
i ntroduction of the ECPA contains no explanation of § 2708, the
Report does discuss essentially identical |anguage in Title | of
the ECPA, 18 U . S.C. 8§ 2518(10(c). The Report explains that this

-21-



al so seemto forbid violations of the ECPA from being used as the
basis for clains under other federal |aws, including § 1983.

Under the analysis set out in Abrans, therefore, in the
absence of any indication in the ECPA that Congress intended to
allowresort to 8 1983 as a conplenentary neans of enforcing the
statute, the Court is left with the “ordinary inference” that
ECPA' s conprehensi ve renedi al provisions preclude 8§ 1983 relief.
Accordingly, Count 11l of the plaintiffs’ conplaint wll be

di sm ssed.

C. Count 1V — Deprivation of Due Process (Based on
Violation of the Internet Child Pornography Law)

Pennsyl vania’ s Internet Child Pornography |aw (“1CPL")
requires an internet service provider to renove or disable access
to child pornography after the Attorney General obtains a court
order and notifies the service provider. 18 Pa. C. S. 88 7622-
7628. In count IV of the conplaint, the plaintiffs argue that
t he defendants deprived them of due process by failing to foll ow
the order application and notice procedure set forth in the I CPL

The Court will dismss count |V because the defendants did not

| anguage was added at the request of the Justice Departnent to
ensure that “[i]n the event that there is a violation of |law of a
constitutional magnitude, the court involved in a subsequent

trial will apply the existing Constitutional aw wth respect to
the exclusionary rule” and that the statutory exclusionary rule
of Title Il or the Omibus Crinme Control and Safe Streets Act of
1968 would not apply.” S. Rep. No. 99-541, at 23, reprinted in
1986 U.S.C.C.A N at 3577 (1986).
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have a duty to follow the I CPL’s procedures.

Pennsyl vani a has enacted at least two |laws that concern
chil d pornography. Section 6312 of the Pennsylvania Crines Code,
enacted in 1977, makes it a crine to know ngly produce, possess,
or distribute child pornography. 18 Pa. C. S. 8§ 6312(b)-(d) and
Credits.

The I CPL, enacted in 2002, makes it a crine for an
internet service provider to fail to:

renmove or disable access to child pornography itens

residing on or accessible through its service in a

manner accessible to persons located within this

Commonweal th within five busi ness days of when the

Internet service provider is notified by the Attorney

Ceneral pursuant to section 7628 (relating to

notification procedure) that child pornography itens

reside on or are accessible through its service.
18 Pa. C.S. 8§ 7622 and Credit; 18 Pa. C.S. 8§ 7624 (setting forth
the penalties for successive violations of § 7622).

The ICPL further provides that: 1) the Attorney Ceneral
or district attorney may apply to the court of common pleas for
an order to renove or disable child pornography itens; 2) the
court may enter such an order ex parte; and 3) the Attorney
General nust notify the internet service provider within three
days of receiving a copy of the order. 18 Pa. C S. 88 7626-7628.

The plaintiffs have not alleged that the defendants

have investigated or prosecuted them for possible violations of

the ICPL. Instead, the plaintiffs have all eged, and the record
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shows, that the defendants seized the plaintiffs’ servers to
i nvestigate possible violations of 18 Pa. C S. 8§ 6312. The
plaintiffs argue neverthel ess that the defendants had a duty to
foll ow the procedures set forth in the I CPL

Nei ther the text of the ICPL or the principles of
statutory construction support the plaintiffs’ position. Nothing
in the ICPL requires |law enforcenent officials to seek to renove
or disable access to child pornography itenms. Nor does anything
in the ICPL require officials to follow the procedures set forth
in the ICPL when they are trying to enforce or investigate
vi ol ati ons of other statutes.

A new statute, such as the I CPL, does not repeal or
l[imt the enforcenent of an ol der statute, such as 8 6312, unless
the new statute explicitly so provides, or unless the two

statutes are irreconcilable. See United States v. Boffa, 688

F.2d 919, 932 (3d Gr. 1982) (“A new statute will not be read as
partially repealing a prior statute unless a ‘positive

repugnancy’ exi sts between the two.”); In re Holton Estate, 159

A 2d 883, 886 (Pa. 1960) (“Statutes are never presuned to make
any innovation in the rules or principles of the conmon | aw or
prior-existing | aw beyond what is expressly declared in their
provisions.”) (internal quotations omtted).

The 1 CPL does not contain any | anguage expressly

repealing or limting the application of existing child
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por nography statutes. Nor are the ICPL and 8§ 6312
irreconcilable; they crimnalize different kinds of conduct.
Section 6312 nakes it a crinme for anyone to know ngly possess or
di stribute child pornography. The ICPL makes it a crine for an
internet service provider to fail to renove or disable access to
chil d pornography upon receiving notice of a court order to do
so, whether or not the provider knew about the child pornography
prior to the court order.

The plaintiffs point to 8 7623 of the I CPL, which
provides that “[nJothing in [the ICPL] may be construed as
i nposing a duty on an Internet service provider to actively
monitor its service or affirmatively seek evidence of illegal
activity on its service,” to support their argunent that they
cannot be the subject of a search warrant investigating possible
violations of 18 Pa. C. S. 8 6312. But the fact that an internet
service provider does not have a duty to nonitor its service for
chil d pornography does not nean that it cannot be held liable if
it actually know ngly dissem nates child pornography. Nor does
it mean that an internet service provider cannot be searched for
evi dence of crinmes commtted by other people.

Because the Court is dismssing the plaintiffs’ |CPL
claimon the ground that the defendants did not have a duty to
follow the ICPL’s procedures, the Court wll not address the

def endants’ alternate grounds for dism ssal, that a violation of
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the ICPL does not give rise to a due process clai munder 8 1983.

D. Count V — Deprivation of Due Process by Attorney
Ceneral Defendants (Based on Viol ation of the
Commonweal th Attorneys Act)

In count V of the conplaint, the plaintiffs allege that
def endants Thomas W Corbett, Jr., the Attorney Ceneral of the
Commonweal t h of Pennsyl vania, and M chele L. Deery, a Speci al
Agent of the O fice of Attorney General, (hereinafter the
“Attorney Ceneral Defendants”) investigated the plaintiffs even
t hough they were not authorized to do so under the Commonweal th
Attorneys Act, 71 Pa. C.S. 8§ 732-101, et seq. (hereinafter the
“Attorneys Act”). The Attorney Ceneral Defendants have noved to
di smss count V on the grounds that they were authorized to
investigate, and that even if they were not, a violation of the
Attorneys Act does not give rise to a 8 1983 claim

The Attorneys Act provides, in relevant part, that the
Attorney General shall have the authority to investigate and
prosecute any matter “[u]pon the request of a district attorney
who | acks the resources to conduct an adequate investigation or
the prosecution of the crimnal case or matter.” 71 Pa. C. S. §
732-205(a)(3) (regarding prosecutions); 71 Pa. C.S. § 732-206(a)
(regarding investigations). The parties dispute whether the
Attorney CGeneral Defendants acted pursuant to a proper request

froma district attorney in this matter.
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Even if the Court assunes that the Attorney General
Def endants acted wi thout a proper request and thereby viol ated
the Attorneys Act, the Court wll dismss count V because: 1) to
the extent the plaintiffs are asserting a right to the
uni nterrupted possession of their equi pnment and records, that
claimis nore properly analyzed under, and is subsunmed by, the
unr easonabl e search and seizure claimin count VI; and 2) the
plaintiffs do not otherw se have a constitutionally protected
liberty or property interest in the Attorney General Defendants’
conpliance wth the Attorneys Act.

The violation of a state statute does not, in itself,
provide a basis for a § 1983 claim West, 487 U S. at 48
(Section 1983 plaintiffs nust allege the violation of a right
protected by the Constitution or a federal statute); Benn v.

Uni versal Health Sys., Inc., 371 F.3d 165, 174 (3d Cr. 2004)

(“Section 1983 does not provide a cause of action for violations
of state statutes."). The violation of a state law only gives
rise to a 8 1983 claimif the violation inplicates a
constitutional right. Here, the plaintiffs claimthat the
Attorney Ceneral Defendants’ violation of the Attorneys Act
violated their right to due process under the Fourth and
Fourteent h Amendnents.

At the outset, the Court notes that the Fourth

Amendnent confers a right to be free from unreasonabl e searches
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and seizures; it does not address “due process” as such. To the
extent that the plaintiffs are arguing that the Attorney General
Def endants’ all eged violations of the Attorneys Act deprived them
of their right to be free from unreasonabl e search and sei zure,
the plaintiffs’ claimnust be analyzed under the Fourth

Amendnent. See Grahamv. Connor, 490 U. S. 386, 395 (1989) (where

“the Fourth Amendnent provides an explicit textual source of
constitutional protection against [the governnental conduct in
question], that Anendnent, not the nore generalized notion of
‘substantive due process’ nust be the guide for analyzing” the

clainm); Doe v. Goody, 361 F.3d 232, 238 n. 3 (3d Gr. 2004)

(sane).

Where, as here, the defendants acted pursuant to a
search warrant, the relevant Fourth Amendnent questions are
whet her the warrant was sufficiently particular and supported by
probabl e cause, and whether it was objectively reasonable for the
defendants to rely on the warrant. Count VI of the conpl aint
rai ses precisely these questions. The Court will dismss the
plaintiffs’ Fourth Amendnent-based clains in count V because they

are subsuned by count VI.11

1 The Court will allow the Fourth Amendment claimto go
forward for the reasons stated in the follow ng section. To
guide the parties in any continued litigation, however, the Court
notes here that a violation of the Attorneys Act does not
constitute a per se violation of the Fourth Amendnent. In
Commonweal th v. Goodnman, 500 A 2d 1117 (Pa. Super. 1985) (en
banc), the Pennsylvania Superior Court found that the Attorney
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To the extent that the plaintiffs are arguing that they
have a right — apart fromany Fourth Amendnent right — to have
the Attorney Ceneral Defendants conply with the Attorneys Act,
the plaintiffs’ claimfails. The Fourteenth Amendnent prohibits
deprivations of liberty and property w thout due process of |aw
U S. Const. anend. XIV. But the expectation of receiving a
certain process under state lawis not, without nore, a |iberty
interest protected by the Due Process Clause. dimyv.

Waki nekona, 461 U. S. 238, 251 (1983).

In United States v. Jiles, 658 F.2d 194 (3d G r. 1981),

cited with approval in Aim the United States Court of Appeals

Ceneral’s office had conducted an unauthorized investigation in
violation of the Attorneys Act. The court held neverthel ess that
the investigation did not violate the Fourth Amendnent, and that
evi dence obtained fromthe investigation need not be suppressed.
Id. at 1129-31.

In addition, several Courts of Appeals have held that
| aw enforcenment officials acting beyond the scope of their
authority under state | aw do not necessarily violate the Fourth
Amendnent. See, e.qg., Quest v. lLeis, 255 F.3d 325, 334 (6th G
2001) (search and seizure by officers acting outside their
jurisdiction under state law did not violate the Fourth
Amendnent); United States v. MKkulski, 317 F.3d 1228, 1233 (10th
Cir. 2003) (officers’ “apparent violation of state |law in making
an arrest outside their jurisdiction did not anmount to a federal
violation); Pasiewicz v. Lake County Forest Preserve District,
270 F.3d 520, 526-527 (7th Cr. 2001) (although a “bl atant
di sregard of state |law and the chain of command coul d wei gh on
t he scal es of reasonabl eness,” officers’ extraterritorial arrest
in violation of state | aw was not per se unreasonabl e under the
Fourth Amendnent); Abbott v. Stone, 30 F.3d 994, 998 (8th G r
1994) (sane). The Court is persuaded by these decisions that a
violation of the Attorneys Act does not automatically constitute
a violation of the Fourth Amendnent.
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for the Third Circuit considered whether a Pennsylvania statute
prohi biting | aw enforcenent officers fromrel easing a defendant’s
juvenile records to other |aw enforcenent officials wthout a
court order created a substantive property or liberty interest on
the defendant’s behalf. To answer that question, the court had
to “ascertain whether the state law directly conferred a
substantive right on the defendant or nmerely created an
adm nistrative plan to help the state regulate its officers’
conduct.” 1d. at 200. The court found that the statute created
a procedure to protect juveniles fromhaving their records
rel eased to the public, but did not create any protectible
interests in the defendant because | aw enforcenent agencies were
meant to have access to the records. 1d.

Here, the Court finds that the Attorneys Act also
“merely created an adm nistrative plan to help the state regul ate
its officers’ conduct.” The Act does not expressly provide for
any cause of action in the event of a violation. |t does not

protect persons from being investigated or prosecuted by the

Attorney General. See Goodman, 500 A 2d at 1129-1130 (“[T]he
intention of the General Assenbly in enacting the [Attorneys Act]
was to allocate the prosecutorial powers, and thereby the

i nvestigatory powers, of the Commonweal th between the el ected
Attorney Ceneral and the individual, elected district attorneys.

Nothing in the statute itself or in its available |egislative
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hi story indicates that the General Assenbly considered the Act
woul d in any way involve the protection of the constitutional
rights of crimnal defendants.”) (internal citations omtted).
Because the Attorneys Act does not create a protectible liberty
or property interest, the plaintiffs cannot state a due process
cl ai mbased on the Attorney General Defendants’ all eged

nonconpl i ance with the Act.

E. Count VI — Unreasonabl e Search and Sei zure

Finally, the defendants have noved to dism ss the
Fourth Amendnent claimin count VI on the basis that they
reasonably relied on a dul y-issued search warrant. The
plaintiffs challenge the validity of the warrant on a nunber of
grounds. The plaintiffs allege that: 1) certain defendants nmade
material msstatenments in, and omtted material information from
the warrant application; 2) the warrant was overbroad, in
violation of the First Anendnent; 3) the defendants exceeded the
scope of the warrant when executing it; and 4) the defendants’
actions in obtaining and executing the warrant violated the
plaintiffs’ statutory rights. The Court concludes that a
deci sion on these issues would be premature, and wll deny the
nmoti on w thout prejudice.

In nmoving to dismss count VI, the defendants do not

fully address the First Amendnent inplications of the Fourth
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Amendnent claim Nor do the defendants nove to dismss the First
Amendnent claimin count I. This is a sufficient reason to deny
the notion as premature. Although the Suprene Court has held
that the sane probabl e cause standard applies to all searches,
the Court has also stated that the constitutionality of the

sei zure of presunptively protected materials cannot be anal yzed

wi thout reference to the First Amendnment. Conpare New York v.

P.J. Video, Inc., 475 U S. 868, 875 and n. 6 (1986) and Zurcher

v. Stanford Daily, 436 U S. 547, 564-565 (1978) with Fort Wayne

Books, Inc. v. Indiana, 489 U S. 46, 63-64 (1989) (“[While the

general rule under the Fourth Amendnent is that any and al
contraband, instrunentalities, and evidence of crinmes may be

sei zed on probable cause . . . it is otherwi se when naterials
presunptively protected by the First Amendnent are involved. It
is the risk of prior restraint, which is the underlying basis for
t he special Fourth Amendnent protections accorded searches for
and seizure of First Amendnent materials that notivates this
rule.”) (internal citations and quotations omtted).

In addition, it is too early to conclude as a matter of
law that the warrant and its execution conplied with the nore
tradi tional reasonabl eness requirenents of the Fourth Amendnent.

As to qualified inmmunity, it is correct that a | aw
enforcenent officer may rely on a duly issued search warrant,

unless it is objectively unreasonable for himto do so.
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Considering the facts alleged in the conplaint in the |ight nost
favorable to the plaintiffs, however, the plaintiffs have stated
the claimthat a reasonable officer in each of the defendants’

positions woul d have known that the warrant was unconstitutional.

An appropriate Order foll ows.
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I N THE UNI TED STATES DI STRI CT COURT
FOR THE EASTERN DI STRI CT OF PENNSYLVAN A

VO CENET COMMUNI CATI ONS, : ClVIL ACTI ON
INC., et al. :
V.

THOMAS W CORBETT, JR. , :
et al. : NO 04-1318

ORDER

AND NOW this 30th day of August, 2006, upon
consi deration of the defendants’ Mtion to Dismss Counts |
t hough VI1 of the Conplaint (Doc. No. 59), the plaintiffs’
opposition, and the parties’ post-oral argunent briefs, and after
an oral argunent on January 27, 2006, |IT IS HEREBY ORDERED t hat
the notion is GRANTED IN PART and DENIED I N PART for the reasons

set out in the acconpanyi ng Menorandum

The Mbtion is GRANTED as to Counts IIl, 1V, and V, and as to
Count Il to the extent it seeks nonetary relief. The Mdition is
DENI ED as to Count VI, and as to Count Il to the extent it seeks

declaratory or injunctive relief.?

BY THE COURT:

/[s/ Mary A. MlLaughlin
MARY A. McLAUGHLI N, J.

!Count VII of the conplaint was voluntarily dism ssed by the
plaintiffs.



